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1. Background
1.1 Motivation

Communication is one of the critica parts in multi-agent systems because it enables
the agents in multi-agent systems to exchange information and cooperate with each other.
Thisraises the question of what communication technique to be used in multi-agent
systems. An earlier implementation of agentMom developed by Dr. Scott A. Del_oach,
dlows only one-to-one communication using the TCP/IP protocol. However, in the
gtuation where a Sngle message is destined for many recipients, multiple copies of the
same message have to be sent by usng TCP/IP protocol. Thisis not very efficient when
there are alarge number of agentsin the system. Broadcast/Multicast communication on
the other hand prevents network overloading by generating a Sngle message destined for
multiple recipients. This technique aso reduces the amount of conversations that an agent
has to handle. Depending on the Situations, an agent may choose to unicast over
broadcast/multicast messages. For example, unicast message is more gppropriate when
there are very few recipients. Thus, by integrating broadcast/multicast communication
cgpability, agentMom can provide amore flexible way for an agent to communicate with
other agents

1.2 Multi-Agent Systems
Multi- Agent Systems are one of the most recent contributions in the field of software
engineering in building distributed inteligent systems. It is described as a further
abstraction of the object-oriented paradigm where agents are a specidization of objects
[1]. Agents are Smilar to objects; however, they have traits such as autonomy,
cooperation, perception, and pro-activeness that imply characteristics that objects
generdly do not have. Bascdly, there are two differences:
1. Objectsare passive. They react to externa stimuli, but do not exhibit god
directed behavior.
2. Agentstypicdly use acommon messaging language between dl agents wheress
object messages are usually class dependent [3].
Therefore, an object isalogical combination of data structures and its corresponding
methods while agents additionaly support structures for representing menta state
components such as attitudes, beliefs and goals.

1.3 Example of softwar e agents

There are wide ranges of application domains that are making use of agent-oriented
systems engineering. Software agents are being devel oped for fidlds as varied as
entertainment, electronic commerce, user assstance, and information systems.

For example,
The animated paperclip agent in Microsoft Office
Computer viruses (destructive agents)
Artificid players or actorsin computer games and smulations (e.g. Quake)
Trading and negotiation agents (e.g. the auction agent at Ebay)
Web spiders (collecting data to build indexes to used by a search engine, i.e.
Google) [9]
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1.4 agentMom

Agents in Multi- Agent systems environment have to communicate with other agents
to be able to cooperate and achieve the assgned goas. However, it is not an easy task for
developers to manage al communicetions.

agentMom is a communication framework for multi-agent sysemsimplemented in
Java. It provides aframework for building agents, conversations between agents and
messages passed in the conversations. Currently in agentMom version 1.2, it conssts of
four important classes: Agent, Conversation, Message and MessageHandler. The Agent
classis an abdract class that defines the minimum set of requirements for an agent to use
agentMom. The Conversation classis an abgiract classthat is basicaly used for sending
and receiving message using the TCP/IP protocol. The Message class defines the field
used in the message passing between agents such as hogt, port, sender and receiver. The
The MessageHandler classis used to Start a socket on the indicated port and wait for
connection from another agent. Basicdly, it monitorsthe loca port for establishing
connection.

Figure 2. agentMom [4]

An overview of how agentMom works is shown in Figure 2. When an agent wants to
gtart a conversation with other agents, that agent starts the MessageHandler that opensthe
indicated port, and then waits for the connection to establish with the other agent’s
MessageHandler. An agent can Sart the conversation by establishing socket connection
with another agent’s MessageHandler. WWhen connection has been established and the
initid message has been vdidated, they can then start sending and recaiving messages.

For more information and source code, plesse refer to [4].
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Figure 3. agentMom’s ar chitectures

Furthermore, there are two architectures that can be applied to agentMom. The
firgt architecture is shown in Figure 3a In the first architecture, agent directly controls the
conversations. This architecture is very straightforward since conversations belong to
agent. In the second architecture as shown in Figure 3b, an agent conssts of one or more
components, and the conversations belong to components, not directly to agents. Also, an
agent can have multiple components and components can have multiple conversation.

The difference from the first architectureis that component is responsible for making
conversation with other agents. In the first architecture, agents are directly responsible for
controlling the conversation. Having components separately from agent alows

developers to map the agent rol€' s tasks to the component. From now, we will refer to the
first architecture as agent-based architecture and the second architecture as component-
based architecture.

In this project, we will consder these two architectures in applying multicadt,
broadcast and security into agentMom.

2. Project Overview

2.1 Termsand Definitions

Unicad refers to one-to-one communication in such away thet a packet originatesfrom a
sngle Internet hogt, and it is destined to a unique location of another Internet host.
Multicast refers to one-to-many communication in such away that a packet originates
from agngle Internet host, and it is destined to multiple receivers within the same
multicast address.

Broadcast refers to one-to-many communication in such away tha a packet originates
from asingle Internet hogt, and it is destined to dl recaivers within the same locdl
network.

Organizationrefers to a set of agents.

Indtitution refers to a set of the basic eement required to build a particular type of
organization conssting of godls, roles, rules and protocols.



Reorganization refers to a Situation where the previous organization structure is not
efficient to succeed the misson.

Group refersto a set of agents who agree to use the same multicast address to subscribe
group message.

Time-To-Live (TTL) refersto the number of hops that multicast message is dlowed to
remain in the network beforeit is discarded by the router.

2.2 Overview

ThisMSE project is part of the research project “ Autonomous Reorganization of
Cooperative Robotic Teams for Robust Performance” supervised by Dr. Scott Del_oach.
The main focus of this research isto provide autonomous cooperétive robotic teamswith
enough knowledge of their team gods and organizationa structure to dlow them to
autonomoudy organize and reorganize to achieve their team god in the face of changing
environmenta conditions and individua team member falures[2].

The main focus of this MSE project is on extending agentMom capability to manage
unicast, multicast and broadcast communication and to provide secured communication
such as message encryption and decryption. Currently, agentMom1.2 only supports
unicast communication without multicast broadcast and security. There are many
advantages in usng broadcast/multicast communication in multi-agent systems
environment. Firgt of dl, when there are many agents in the system and the use of
network bandwidth is critical, then sending mulltiple copies of the same message to each
recelving agent may not desirable. Broadcast or multicast communication can save
network bandwidth by sending a Sngle message destined for multiple receiving agents.
Secondly, when an agent has to send the same message to hundreds of agent, then this
agent may not be able to do anything ese, but sending and receiving messages. Broadcast
and multicast techniques can reduce agent’ s workload. Furthermore, in the Situation
where the sender does not know the address of al agentsin the system, sender can
choose to multicast or broadcast the message to find agents on service. Inthe
bidding/marketing-based technique, agents may broadcast or multicast messages to other
agents for some services. The recipients of these messages eva uate those requests, and
then submit bids with directed message to the originating agents. The originating agents
use thisinformation to choose the appropriate agent to do the jobs, and then send directed
message back to the desired agents. Ladtly, there are many stuations that need to divide
agentsinto different groups such as search group and rescue group. Agents may want to
recelve messages only from the group they belong to. Multicast communication supports
thisimplementation.

In amulti-agent system, security is also an important issue when message is sent over
apublic network such as Internet. It is undesirable if someone who is not specified to
receive message can see the content of it. Message encryption can prevent this Stuation.

Therefore, integrating broadcast/multicast communication and security features to
agentMom can provide a more flexible way for communication in multi-agent systems.

2.3 Goal

Integrate multicasting, broadcasting and secured communication cgpability in
agentMom in order to provide more efficient and effective way for communication in
multi-agent environment.



2.4 Purpose

1.

2.

7.

Enable agents to broadcast a message to dl the agents within the same locdl
network.

Enable agents to multicast a message to dl the agents within the same multicast
address.

Allow agents to choose among unicast, multicast and broadcast communication.
Allow agentsto join and leave multicast group

Reduce network bandwidth from multiple copies of the same message by using
multicast and broadcast communication.

Reduce agent’ sworkload by reducing the number of sending and receiving
messages.

Provide message encryption and decryption techniques.

2.5 Feature

1.
2.

Support unicast, multicast and broadcast communication.
Allow agent to choose which communication method to be used
(unicast/multicast/broadcast) to fit the needs.

3. Allow agent to join and leave multicast group.
4.

Allow agent to choose to encrypt or not to encrypt message.

2.6 Risk

1.

2.

Reliable message ddlivery — multicast/broadcast packets are delivered with best
effort. Thus, a packet may be delivered to al specified agents or none.

Security — we provide some basic mechanisms for security such as message
encryption. However, there is no guarantee that the others cannot decrypt the
encrypted messages.

2.7 Direction

1.

Rdiable message ddivery — scdable reliable message ddivery is an important
issue in multicast and broadcast communication. It is a hot research areain
communication network and there is no single solution to this problem. Thus, this
can be further in the future work.

FIPA Agent Communication Language (ACL) — this project can be further to
conform to FIPA ACL specification, including FIPA ACL messages represented
in XML.

2.8 Environment

1.
2. Raiond Rose 2000 will be used for cregting various object diagrams..

3.

4. This software package will be tested under Microsoft Windows XP/2000, Linux

5.

This software package will be compiled using Java 1.4.2.
Eclipse IDE 2.1 will be used for coding the software package.
Debian and Unix Solaris 9.

USE 2.0 will be used for modding the formd specifications, usng UML/OCL
methodol ogy.
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